Introduction
The enforcement of the arbitral award is the final and the most important step in arbitration procedures. Upon completion, the winning party will seek to enforce the arbitral award, otherwise the whole process of arbitration is nullified. The final award is recognised and enforced equally as a court judgment, but the importance of arbitration is that its enforceability is easier at the international level than court decisions, due to the international treaties and conventions entrenching the enforcement and recognition of the arbitral award. The Convention on the Recognition and Enforcement of Foreign Arbitral Awards (NYC) is the most widespread and successful arbitration convention in many jurisdictions. Article III of NYC states that the arbitral award shall be considered as binding and enforceable in each contracting state that guarantees the enforcement and recognition of foreign arbitral awards in countries ratifying the Convention.
The NYC provides for the recognition of arbitral awards by excluding any review of the merits of foreign awards. On the other hand, it stipulates a number of provisos to be considered during enforcement, such as the duty of the party seeking enforcement to supply the court at the time of application with an authenticated original or duly certified copy of the award and arbitration agreement. This might raise some enforcement issues, as discussed in detail below. One of the most effective and efficient solutions to authenticate the electronic award in online arbitration is the electronic signature, which might be useful in enforcing the arbitral award. However, its application depends on whether the courts in the enforcement country validate and recognise such a process.
Consequently, the article begins by explaining the authentication and certification of arbitral award in accordance with the NYC rules. It goes on to explore the differences between authentication and certification, and to identify some issues that might arise such as the governing law, the competent authority and the required documents. These concerns might arise at the enforcement stage, since the NYC is silent toward them, which may mean that different interpretations are possible. These issues will be discussed with special reference to the approach of the Dubai and Dubai International Financial Centre (DIFC) Courts.
The second part seeks to clarify the meaning and requirements of the electronic signature, and explains the different types and legislative approaches toward electronic signatures. In respect of the validity of electronic signatures under Dubai and DIFC legislation, the article explores and critically analyses the provisions of the United Arab Emirates (UAE) Federal Law 1/2006 on Electronic Transactions and Commerce (ETCL) in Dubai to test the ability to rely on the electronic signature as a valid method to authenticate electronic awards before the Dubai courts. Moreover, the last section examines the validity of the electronic signature before the DIFC courts.
1. To obtain the recognition and enforcement mentioned in the preceding article, the party applying for recognition and enforcement shall, at the time of the application, supply:
(a) The duly authenticated original award or a duly certified copy thereof; (b) The original agreement referred to in article II or a duly certified copy thereof.
2. If the said award or agreement is not made in an official language of the country in which the award is relied upon, the party applying for recognition and enforcement of the award shall produce a translation of these documents into such language. The translation shall be certified by an official or sworn translator or by a diplomatic or consular agent.
Under article IV(1), the party seeking the enforcement and recognition of the arbitral award must provide the court of enforcement with authenticated or certified copies of the arbitral award in addition to the original agreement, which should be valid pursuant to the provisions of article II, which aims to reduce the formal requirements to enforce the award formerly required under the Convention on the Execution of Foreign Arbitral Awards (Geneva, 1927) (Geneva Convention). Article 4 of the Geneva Convention did not require 'double exequatur' expressly, but it came to be mandated de facto. The 'double exequatur' requirement means it is better that the party who is seeking the enforcement of the award before the enforcement court obtains recognition and enforcement of the award from the courts at the seat of the arbitration first. Under article 4, annex V.4 of the Geneva Convention, the party seeking enforcement of an arbitral award had not only to provide the award and the underlying arbitration agreement, but also proof that the award had become final in the country where it was made. Because most national laws did not provide for a specific certificate of 'finality' other than getting an award declared enforceable in that country, this was 'practically the only way to prove finality.' 1 The NYC does not define the term 'authenticated', but the International Council for Commercial Arbitration defines it as 'the process by which the signatures on it [an award] are confirmed as genuine by a competent authority.' 2 According to Julian Lew and colleagues, authentication means that the tribunal signed the award and it is genuine. 3 Consequently, the main aim of authenticating the award is to assure the enforcing court where the party is seeking enforcement that the signature on the award is genuine and has been signed by the arbitrators. In the case of Switzerland/04 October 2010/Bundesgericht/4A_124/2010, 4 it was agreed that the award submitted by the respondent, which was a duly certified copy but only signed by the tribunal chairman, did not affect its enforceability. The form requirements under article IV NYC were not to be interpreted restrictively, since it was the purpose of the NYC to facilitate the enforcement of arbitral awards.
However, if the original copy is not available, then the party should provide the court with a certified copy of the original award. With the same approach to authentication, the NYC does not define the term 'certification'. Its role was explained by the ICCA at II.2.2 as being 'to confirm that the copy of the award is identical to the original'. In addition, Julian Lew and colleagues defined certification as 'an assurance that submitted documents are a true copy of the original'. 5 Furthermore, the issue might arise whether the certified copy should be a copy of the authenticated original award, or just a copy of the original award. Some decisions 6 and some scholars 7 suggest that the certification of the copy should be a copy of an authenticated original award; otherwise, the certified copy does not guarantee that the original award is genuine. It is necessary for the copy to conform to the original. On the other hand, other courts have not required a certified copy of an authenticated award and have considered it sufficient to produce the certified copy of the original award. 8 Arguably, this is the most appropriate approach, because it facilitates the general implementation of arbitration. The requirement of an authenticated original award was a later insertion.
9
According to the NYC, the court has the choice to determine the applicable law to examine the validity of authentication or certification and the required documents.
10 However, leaving the choice to the court to determine the applicable law may raise other issues with regard to the competent authority authorized to authenticate or certificate the award, and the documents that are necessary to consider that an authentication or certification is valid.
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Therefore, the next part examines these issues regarding the law governing authentication, competent authority and the required documents to authenticate or certificate an award.
The issue of the governing law
Since there is no specific law stated by the NYC to govern the authentication or certification validity of the award, different views have emerged among national courts to determine the applicable law. Some courts have applied the law where the award was rendered to examine the authentication validity, and the party seeking enforcement was required to fulfil the requirements of authentication under the law where the award was issued. 12 Other courts have required that in order to consider the authentication to be valid, the governing law is where enforcement and recognition is sought.
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The first approach was applied in a case before the Nicosia District Court, where a successful party sought the enforcement and recognition of an award issued by the International Commercial Arbitration Court (ICAC) at the Chamber of Commerce and Industry of the Russian Federation in December 2011. However, the respondents filed an objection, arguing that the court set the award aside on the basis that the winning party had not submitted an original or true copy in accordance with Cypriot law. Moreover, the respondents argued that the award should be certified by a notary officer and printed according to the law of the state in which the decision was made; their argument was upheld, and the judgment determined that the award should be authenticated in the manner required by the law of the country in which the award was made.
14 In regard to the second approach to authenticate the award, the main advantage of relying on the law of the enforcement court is that the authentication will be easier to verify by the presiding court. According to some scholars, the main disadvantage in applying this approach is that it might lead to a 'double legalization' scenario, whereby documents authenticated according to the law where the enforcement and recognition court is sought should be authenticated according to the law where the award was made as well.
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Each approach to determine the applicable law has advantages and disadvantages. Applying the first approach requires the court to rely on the law of the place where the award has been rendered to authenticate the award, which makes it easier for the applicant to authenticate the award once, without the need to obtain authentication according to the law of the enforcement and recognition court each time he seeks enforcement. However, this approach has been criticised, as it does not fulfil the aims of the NYC, (a) the duly authenticated original award or a duly certified copy; and (b) the original arbitration agreement under which the award purports to have been made or a duly certified copy.
(2) For the purposes of subsection (1), an award shall be deemed to have been duly authenticated, and a copy of an award or agreement shall be deemed to have been duly certified, if: (a) it purports to have been authenticated or certified, as the case may be, by the arbitrator or, where the arbitrator is a tribunal, by an officer of that tribunal, and it has not been shown to the court that it was not in fact so authenticated or certified; or (b) it has been otherwise authenticated or certified to the satisfaction of the court.
This grants flexibility by referring to the possibility that documents have 'been otherwise authenticated 16 
The competent authority
Determining the applicable law to authenticate the award effectively determines the competent authority, which might vary from one country to another. For example, in some countries, the foreign ministry is the competent authority for authentication, 19 while in other countries the public authority or a diplomatic or consular officer is authorised to authenticate. 20 In some cases, the members of arbitral institutions (e.g., the secretary general) may authenticate awards. 21 In the United States of America, attorneys or notary public officers have the authority to authenticate documents.
However, the procedure of confirming that a photocopy document is a true copy of the original also varies from one jurisdiction to another. It might be certified by the notary public, a justice of the peace, a judge, solicitor or diplomatic or consular authorities.
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The different manner of certifying the copy of the award can be a source of confusion for the holder of an award, as he might need to do it according to the manner required by the law of the enforcing or issuing country.
The required documents
The application of article IV of the NYC categorises jurisdictions' into three approaches: countries that took the same approach of the NYC; countries that took a more strict approach than that required under article IV; and countries that took less strict requirements.
Countries that applied the same approach as the NYC
The first category refers to the countries that require no more or less strict requirements than those stated under article IV, which is to produce either the authenticated original award or a certified copy and the authenticated original arbitration agreement or certified copy.
The United Kingdom is one of the countries that observes the exact requirements of the NYC. In accordance with s 102 of the Arbitration Act 1996, the party seeking the recognition and enforcement of a foreign award under the NYC before the English courts is required to produce either an authenticated original award or certified copy and an authenticated original arbitration agreement or a certified copy of the agreement. The party seeking enforcement can provide the court with an original copy or a certified copy of the authenticated original copy. Section 8(1) of the Civil Evidence Act 1995 provides as follows:
(1) Where a statement contained in a document is admissible as evidence in civil proceedings, it may be proved-(a) By the production of that document, or (b) Whether or not that document is still in existence, by the production of a copy of that document or of the material part of it, authenticated in such manner as the Court may approve.
(2) It is immaterial for this purpose how many removes there are between a copy and the original.
This essentially means that under the English legal system, the party seeking the enforcement may produce the original copy to the court, or if that is not available, a copy of that document or of the material part of it.
Moreover, the English courts have divided the enforcement procedures into two main stages. 23 In the first stage, the court requires the party who is seeking the enforcement to produce the required documents, either authenticated or the certified award and agreement. However, at this stage the court does not examine the validity of the arbitration agreement or any other grounds for refusal. In Lombard-Knight v Rainstorm Pictures Inc, 24 the Court of Appeal (Civil Division) overturned a decision by Cooke J in an application that enforcement of an Award should be refused. At the hearing before Cooke J, and in court while waiting for the judge, the defendants, for the first time, indicated that they intended to argue that the Enforcement Order was irregular because Rainstorm Pictures had failed to comply with s. 102(1)(b) in that the two arbitration agreements had not been produced to the court in the form of either the originals or certified copies. The judge delivered an extempore judgment, indicating that the initial order was irregular. Tomlinson LJ, in delivering the judgment in the Court of Appeal and overturning the decision, said, at [27]: I preface my remarks by observing, as is implicit in what I have already said, that neither the judge nor Rainstorm's counsel had any idea in advance of the hearing that a point on certification would arise. The judge was referred to no authority. Such argument as was proffered to the judge was improvised and unprepared. The judge therefore received no assistance, whereas we have had the benefit of carefully considered argument informed by copious citation of authority and relevant learning derived from the international context.
The Court of Appeal considered that the provisions of s 102 did not require independent certification for the arbitration agreement. Therefore, it was enough to submit the claim form, with the attached copy agreements and a supporting statement of truth in order to fulfil the requirements under s 102. In addition, the court stated that there is no need to verify whether the maker of the statement of truth had compared the copy and the original and found them to be the same. At the second stage, the court examined whether the award should be set aside as one of the grounds for refusal.
The US approach also conforms to the NYC, albeit under the provisions of 9 U.S. Code Chapter 2 -Convention on the Recognition and Enforcement of Foreign Arbitral Awards, arbitration did not explicitly implement article VI of the NYC. Pursuant to 9 U.S. Code § 207 -Award of arbitrators; confirmation; jurisdiction; proceeding, it requires that the NYC provision be applied for recognition and enforcement of foreign arbitral award. However, in Matter of Chromalloy Aeroservices (Arab Republic), 25 the court held that the foreign award and agreement should be original or duly certified copies, as required by the NYC.
Under the general law principle in the US, the arbitral tribunal determines the authenticity of documents. Under rule 902 (3) is what it purports to be").
"Second, there must be some indication that the official vouching for the document is who he purports to be." Squillacote, 221 F.3d at 562.
Stricter requirements
Some countries require the successful party that is referring the recognition and enforcement to submit additional documents other than those stated in article IV of the NYC. According to a survey by HongLin Yu, 27 it was found that there are eight jurisdictions (India, Indonesia, Latvia, Oman, Sudan, Syria, Taiwan and Yemen) that require further documents as evidence.
Less strict requirements
Conversely, some countries require fewer documents than those stated under article IV of the NYC. HongLin Yu found that there are seven countries (Costa Rica, Hungary, Japan, New Zealand, Norway, Peru and Romania) that do not require the original arbitration agreement or a duly certified copy of it to be submitted in order to enforce the arbitral award. Only awards are required in Costa Rica, 28 Hungary, 32 Article 171 of the Romanian Law states that the parties may not submit the arbitration agreement at the enforcement stagethat is, the party seeking the enforcement may provide the court with the award only without the arbitration agreement to enforce the award, and the NYC requires both. However, it requires the party relying on the award to provide: (a) the copy of the foreign decision; (b) the proof of its final character; (c) the copy of the proof of the summons having been served, and the act of notification having been communicated to the party which was not present in the foreign hearing, or any other official act attesting that the party against which the decision was made knew of the summons and the notification act in due time; and (d) any other act to prove further that the foreign decision meets all the other conditions under article 167.
33
There are other countries with less strict rules than those noted in the survey by Hong-Lin Yu, such as the German courts, which consistently hold that a petitioner seeking enforcement of a foreign award in Germany under the Convention need only supply the authenticated original arbitral award or a certified copy. 34 There is no issue arising from the requirement of fewer documentation to enforce the arbitral award, as the court may rely on the application of the mostfavourable-law pursuant to article VII of the NYC, which allows courts to apply the law that supports the enforcement of the arbitral award.
Authentication before the Dubai and DIFC Courts
The UAE is a signatory of the NYC by way of Federal Decree No. 43 for the Year 2006, but there are no rules requiring fewer or more documents to enforce and recognise arbitral awards. The minimum requirements provided by article IV of the NYC should be followed by its jurisdictions at the stage of recognition and enforcement proceedings. In Maxtel International FZE v Airmec Dubai LLC, 35 the Dubai Court of First Instance held that:
The Court's supervisory role when looking to recognize and enforce a foreign arbitral award is strictly to ensure that it does not conflict with the Federal Decree which provided for the UAE to acceded to the New York Convention on the recognition and enforcement of foreign arbitral awards and satisfied the requirements of Articles IV and V of the Decree in terms of being duly authenticated.
However, regarding the governing law of authentication of an arbitral award before the DIFC and Dubai Courts, article 42(3) of the DIFC Arbitration Law and article 237(1) of the Civil Procedure Code states that the authentication shall be made in accordance with the place of arbitration; therefore, the competent authority is determined based on the law of the seat of arbitration.
Last but not least, authentication procedures might vary from one country to another, and the party who is seeking the enforcement should be familiar with the required documents, the competent authority and the law governing authentication before seeking enforcement. Nevertheless, the Dubai and DIFC Courts have both stated clearly that the law governing authentication is the law of the seat of arbitration, which leaves the answer to the question of the competent authority depending on the applicable law. However, the legislation in Dubai and the DIFC has not provided for the provision of different documents to those in the NYC, an approach that could considered the most appropriate one, becuase it does not leave any confusion, especially compared to jurisdictions requiring more documents.
Despite the different application of article IV of the NYC, the main aim of authentication is to confirm that the signature in an arbitral award and the arbitration agreement is genuine. Albert Jan van den Berg supported this idea and stated that 'The authentication of a document is the formality by which the signature thereon is attested to be genuine.' 36 Between the various approaches and the aim of providing for the authentication of relevant documents, the question arises as to whether the authentication of such documents can be achieved by way of documents in electronic format and electronic signatures. This alternative solution to the traditional approaches to authenticate the award might increase the effectiveness and efficiency of electronic awards. The question is whether an electronic signature is able to fulfil the aim of authentication and replace the traditional manuscript signature. Moreover, if the parties signed the arbitration agreement electronically, the question then arises whether the court will consider the arbitration agreement an original. The same issues arise for the award signed electronically. Therefore, the heart of the issue is whether the present position on digital evidence and electronic signatures is sufficiently acknowledged to replace the manuscript signature to allow the competent authority to authenticate the award and agreement.
The answer to these questions depends on the law of the enforcement court and whether it acknowledges electronic signatures, and if so, which form of electronic signature. Therefore, as the article is concerned with the Dubai and DIFC legislation, we will examine the enforceability of electronic signatures before the Dubai and DIFC courts. We begin with a brief and broad overview of the use of electronic signatures.
The electronic signature
Online transactions take place over the internet remotely without the parties meeting, which makes it difficult to recognise the identity of the parties who agreed on the contract, which raise the issue of the degree of trust.
37 Therefore, in online arbitration, the parties need a secure procedure in order to recognise the arbitrator and the parties' signature on the agreement.
Besides requiring an authenticated or certified award and agreement, NYC and different national legal systems require the arbitration agreement and award to be signed. Regarding the requirement of a signature for the arbitration agreement, article II(2) has been interpreted widely by different courts. Both the arbitration agreement and arbitration clause can be either signed or contained in an exchange of letters or telegrams (for instance, see legal relationship, whether contractual or not, concerning a subject matter capable of settlement by arbitration.
2. The term "agreement in writing" shall include an arbitral clause in a contract or an arbitration agreement, signed by the parties or contained in an exchange of letters or telegrams.
3. The court of a Contracting State, when seized of an action in a matter in respect of which the parties have made an agreement within the meaning of this article, shall, at the request of one of the parties, refer the parties to arbitration, unless it finds that the said agreement is null and void, inoperative or incapable of being performed.
Issues regarding the identity of the signature holder might arise before the enforcing court. For instance, it might be necessary to consider the evidential problem of establishing the identity of the arbitrator, parties and witnesses in electronic form, and whether the courts of Dubai and DIFC support the electronic signature.
It is arguable whether some forms of electronic signature are a more reliable method than a manual signature. However, the truth is that both the manual signature and the electronic signature can be stolen and copied. 40 This is supported by Mason, who suggests that machine or system-made evidence should be neither automatically deemed more reliable than human testimony, nor given evidentiary presumptions. 41 The chip and PIN for debit and credit card security, which has replaced reliance on manual signatures, still raises several issues. This is because many banks have tried on numerous occasions with various iterations of technology to provide for the certainty that an identified person is interacting with an automatic teller machine (ATM) when obtaining access to an account -yet thieves continue to manipulate banking systems (that is, ATMs and online banking) successfully, stealing considerable sums of money every year.
Electronic signatures are starting to play a major role in electronic transactions and contracts, and they will increasingly be used in the field of online arbitration.
The validity test of the electronic signature
There are several of functions for the electronic signature which can be divided into primary and secondary evidential functions. The primary evidential functions express the consent of the signature holder and to make sure that the signatory is adopting the content of the message. 43 On the other hand, the secondary evidential function include establishing the identity of the holder of the signature and to state a particular characteristic or status of the signatory such as a government minister or company director. 44 There are two ways in which the law might deal with electronic signatures: the function or form, or both of them.
45 If the definition is based on the form of the signature, this approach may include different types of signature, and the list might be extended in the future if any future signature fulfils the form requirements. On the other hand, the other approach is based on the functions that the signature performs, and any signature that satisfies the required functions should be considered valid.
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Types of e-signature
There are various types of e-signature: biodynamic technology, 'I accept' or 'I agree' icon, digital signature and personal identification number (PIN). Parties may agree on the electronic signature format that might be convenient for them and their transaction, guided by relevant local legislation. The admissibility of an electronic signature might be set out in legislation, but it is the court's competence to evaluate the evidentiary weight on a case-by-case basis. The recognition and admissibility of the electronic signature depends on two main aspects: whether the applicable law recognises the electronic signature; and whether the electronic signature fulfils the requirements of the applicable law, such as the capability for identification, attribution and proof of assent or intent of the signer.
In the absence of any relevant case law in Dubai, it is not clear whether the authentication of an electronic signature on its own can be sufficient in fulfilling the requirements under article IV(1)(a). The aim of the authentication of an electronic signature is to establish that the award is genuine and original. There is no reason to prevent an electronic generated copy, with assurances of authorship and integrity, being considered a duly certified copy within the meaning of NYC article IV. The burden of proof that the award has been authenticated relies on the party seeking the enforcement, which might be partially proved by evidence that the document had been digitally signed by the arbitrator. A signature composed of letters, numbers, symbols, sound or electronic processing system attached or logically connected to an electronic message imprinted with intent of ratification or adoption of that message. The ETCL adopted the two-tier approach, because it sets out several requirements to consider an electronic signature valid, with special reference to the digital signature. According to the law, the electronic signature is considered valid if it meets specific conditions, which are the ability to provide a reliable method of identification of the person who is using it and evidence that the signatory genuinely intended consent. 50 Moreover, the party is entitled to rely on the protected electronic signature if it fulfils the meaning according to article 18 and it is reasonable to rely on it; the required factors set out under article 18 are examined below.
The limits of relying on e-signature in e-awards
The ETCL provides for several limitations in its application, chiefly concerning matters of civil status including marriage, divorce and wills, title deeds of real estate, bonds in circulation, transactions concerning the sale and purchase of real estates (disposition and rental for periods in excess of ten years and the registration of any other rights related to it), any document required by law before a notary public, and any other document or transaction excluded under a special legal term.
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It is possible to rely on an electronic signature in order to authenticate an award and arbitration agreement, providing the notary public is not required to authenticate such an award. As explained above, in the Dubai and DIFC courts, the competent authority to authenticate the award is determined by the law of the seat of arbitration. In addition, there is no problem regarding reliance on a protected electronic signature to authenticate the award as discussed above (the main aim of the authentication is to confirm that the signature on the award is genuine and affixed by a competent authority).
However, there are shortcomings in relying on electronic signatures. The main issue that might arise is the ability to determine whether the signatory was the person who signed the agreement or not. In this regard, Mason explains that 'when a private key to a digital signature is used, a recipient will not know whether it was the owner that actually used the private key'. 52 For instance, in the Portuguese case of (Evora) Ac. the email was sent and attached with a digital signature, the court held it was insufficient to determine that the sender caused the digital signature to be affixed to the message. Despite the shortcomings with the digital signature, it still considered as an ideal approach to authenticate an arbitration agreement and award. The next part examines whether the ETCL is able to provide a reliable authentication procedure and whether it accepts electronic signatures as a valid authentication procedure.
Electronic signature requirements
In offline transactions or communications it is easier for the parties to identify and recognise each other, as they both rely on customary approaches to credentials such as drivers' licenses or passports.
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The problem is different for online transactions. Relying on a party's identity card is only sufficient in case that the person who is checking the card is able to perform the biometric checks necessary to establish the connection between the card and the purported true holder. 54 Moreover, there is the matter of the many names that are not unique that might arise in both online and offline transactions. 55 The importance of a trusted third party to certify the connection between a person and their public key is recognized in article 1 of the ETCL, which defines the third party as the Authentication Services Provider, also known as a Certification Authority:
Any person or duly accredited party issues electronic authentication certificates or any services or tasks related to it and to electronic signatures regulated by the provisions of the present Law.
One of the main roles that the authorised third party provides is to validate parties with each other, especially those that have not done any previous transactions together, in order to identify each party involved in the transmission of transactional data. Therefore, one of the major functions that the law provides for the Certificate Authority is to confirm the link between the signature and a particular person by issuing a certificate to approve the link and attest to some fact about the subject of the certificate. 56 The formal term under ETCL for a Certificate is 'Electronic Authentication Certificate,' defined as 'A certificate issued by authentication services provider in which he indicates the identity of the person or the party acquiring a specified signature tool.' The ETCL clearly states that the electronic signature supported by a certificate issued by an accredited Certificate Authority would ordinarily comply with statutory requirements as proof. 57 Regarding the application of the protected electronic signature, the law states that the responsibility to confirm whether the certificate is valid, suspended or revoked lies with the party relying on it. Article 18(2) provides that the relying person is responsible for the consequences of failing to verify the certificate.
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Article 18(2) states:
'When electronic signature is enhanced with electronic authentication certificate, the party relying on that signature shall be responsible for the consequences of his failure to adopt necessary reasonable steps to verify the validity and applicability of such certificate, and whether it is suspended or cancelled, and observance of any restrictions concerning the electronic authentication certificate.'
The factors to be considered by the relying person to decide whether using the electronic signatures is reliable, include the type of transaction, the value or importance of the transaction, whether the relying party took the required steps to verify whether the electronic signature was supported by a certificate, and the dealing or trade usage between the two parties. The ETCL under article 18(3) states other factors that should be determined in order to be able to rely on an electronic signature, including the nature and value of the transaction, and whether the relying party took the required steps to verify that the electronic signature is enhanced by electronic authentication certificate or is supposed to be so, and to verify whether the electronic signature has been revoked. A protected electronic signature must be verified by authentication procedures. The parties can agree procedures in advance, or procedures might be designated by law. The method of authentication examines whether an electronic signature fulfils a number of requirements, such as being unique to that person and the ability to confirm the identity of that person. In addition, the electronic signature should be under the person's control at the time of signing. Finally, it ought to be possible to link the electronic signature to the data message confirming the party's consent. 59 The protected electronic signature is considered to be reasonable and accepted unless established otherwise. 60 Moreover, the protected electronic signature is considered to be reliable, related to the purported person and reflecting that person's consent to the data message, unless there is evidence to the contrary.
61
Certification authorities under the
The ETCL widely regulates matters related to the licensing of the Certification Authority, including issues relating to liability, and the powers to suspend and revoke certificates as required. Under the ETCL, the Minister of Economy and Planning has the authority to appoint the Controller of Certification Services, and the latter is required to regulate the licensing and operational activities of the Certification Authorities. The duties of the Certification Authorities under the ETCL are to provide subscribers or other relevant parties with any representations it makes, to ensure that the information in the Certificate is accurate and complete, to provide access to the relying third party with certain information such as the identity of the Certification Authority, to ensure that the subscriber has control over the private key at certain times, and any other information that might be reasonably accessible. Moreover, the Certification Authority is obliged to employ trustworthy computer information systems, procedures and personnel. 62 It should be noticed that in Dubai, Certificate Authorities are required to have a license.
A person applying for a certificate is required to provide the Certificate Authority with identification Digital Evidence and Electronic Signature Law Review, 13 (2016) | 108 documentation before making the application, then if the Certificate Authority is satisfied that the applicant has provided sufficient evidence to establish their identity and all the required information is correct, then the applicant has to pay the fees. 63 According to article 21(1)(c), the information that should be provided by the Certification Authority in the Certificate is the identity of the subscriber, specifying that the subscriber has control over the private key at the time of issuance of the Certificate, stating any limitations regarding the purpose or value of the Certificate, expressing any liability toward the Certificate by any relevant person and providing that the private key was effective at the time of issuance.
The ETCL is not restricted to one technology. The ETCL defined the Protected Authentication Procedures as:
Procedures aiming to ascertain that an electronic message is initiated by or to a certain person, and to discover any error or modification in contents, sending or saving an electronic message or an electronic record within a fixed period, this shall include any procedure uses mathematical methods, symbols, words, identification letters, codes, procedures of reply or acknowledgment of receipt and other means of information security procedures.
In this definition, the aim is to give effect to any future technology that might evolve, and not to a particular technology that might exclude other forms.
In order to add more security and reliability to the electronic signature, the ETCL requires that the subscriber inform the Certification Authority and relying third parties when the private key is compromised, or there is a likelihood that the security might be compromised. Further, it obliges the subscriber to employ reasonable care to ensure that all material representations made to the Certification Authority when applying for issuance of the Certificate, and all information contained in the Certificate, are accurate. 64 Failing which, the subscriber is considered to be responsible for any damages occurred by relying third party. The ETCL aims to provide parties with secure and reliable use of electronic signatures. Therefore, it created the compulsory system of licensing of Certificate Authorities, which is implemented by the Authenticated Services Controller, appointed by the UAE Cabinet. The role of the Certificate Authority is of vital importance, as it ascertains the identity of the subscriber, and establishes whether the electronic signature belongs to the subscriber at the time of signature. In addition, the ETCL provides the Controller with the ability to observe whether the Certificate Authority is capable of carrying out its duties and if it is qualified to carry out its work. Otherwise, the Controller has the right to suspend or revoke the Certificate Authority's license.
The ETCL also provides for a number of crimes punishable by fines, imprisonment, or both, including to fraudulently publish a Certificate, breach a duty of confidentiality, the use of electronic apparatus in order to carry out another crime, and to provide false or unauthorized information to a Certificate Authority. The ETCL imposes several penalties on the party who 'creates, publishes, provides or submits any electronic authentication certificate, which includes or refers to incorrect data with his knowledge of this.' 66 However, the ETCL provides that the Certificate Authority is responsible for any damages caused, unless it clearly excludes its responsibility, or it proves that it was not negligent, or its action were carried out by mistake.
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The Certificate Authority is considered responsible for any damages caused to a third party relying on a qualified certificate issued by them, unless it is able to prove that it has not acted negligently or any of the conditions stated under article 21(5) apply. 68 Further, the ETCL provides for penalties for the Certificate Authority, such as fines and imprisonment, and it holds it responsible for damages. However, the Certificate Authority may reduce their liability toward a third party by setting a limit for financial transactions or by limiting the use of the certificates to particular transactions. Parties are allowed to agree on a particular Certification Authority, or a particular category of Certification Authority to be used and a particular class of Certification. 71 Further, any agreement between the parties regarding a particular certificate and electronic signature is enforceable and effective in the Emirate of Dubai.
Enforceability of foreign certifications
The law requires the foreign electronic signature to fulfil the essential factors set out in article 21(2) in order to be valid and effective before the courts of Dubai. Article 21(2) requires several factors such as the certificate shall indicate that the person had control over the signature tool at the relevant time and the degree of discrepancy between the law applicable to the conduct of the Certification Authority and the law of the UAE.
Discussion and recommendations
The ETCL aims to improve the authenticity and integrity of electronic transactions by validating electronic signatures and documents as acceptable substitutes for manuscript signatures. Therefore, parties may rely on electronic documents signed by electronic signature, which fulfils the statutory requirements for manuscript signatures.
Regarding the protected electronic signature, it is suggested that the ETCL should have described it more clearly. The main issue in respect to article 18(1) of the law is that it includes some terms that might be confusing, such as 'reliable is acceptable.' Although the parameters of the term 'reliable being acceptable' are explained in article 18(3), it is still ambiguous. Article 18(3) explains the factors that should be examined to determine the ability to rely on the electronic signature, which reads as follow:
To determine whether it is possible for a person to rely on an electronic signature or electronic authentication certificate, the following factors must be considered: a -Nature of the concerned transaction intended to be enhanced by the electronic signature.
b -Value or importance of the concerned transaction if acknowledged by the party relying on the electronic signature.
c -If the person relying on the electronic signature or electronic authentication certificate, has adopted appropriate steps to determine the extent of reliability of electronic signature or electronic authentication certificate.
d -If the party relying on the electronic signature has adopted appropriate steps to verify that the electronic signature is enhanced by electronic authentication certificate or supposed to be so. e -If the party relying on the electronic signature or electronic authentication certificate, has known or should have known that the electronic signature or electronic authentication certificate was violated or cancelled.
f -Agreement or previous dealing between the originator and the party relying on the electronic signature or electronic authentication certificate or any other commercial custom common in this matter. g -Any other related factor.
There is some ambiguity that has yet to be resolved in order to avoid the scenario in which the reliable party may escape his obligations. The same term has been (b) having regard to all the relevant circumstances at the time the method was used, the method was as reliable as was appropriate for the purposes for which the information was communicated.
Aashish Srivastava and Michel Koekemoer stated that the language used in the act is vague, and it helps parties to evade their obligations:
Such language in the Electronic Communications and Transactions Act 25 of 2002 gives an opportunity to a party to a transaction that required a signature to attempt to escape its obligations by denying that any of the parties' signatures were valid on the ground that the method of signature employed was not as reliable as appropriate. 72 Moreover, the reliability test might be use by one of the parties in a way to avoid the agreement. As explained by John D. Gregory, 73 the relying party might know the person who signed the document, although he might try to avoid his liabilities by arguing that the method of the e-signature was unreliable enough for the transaction, in order to invalidate the signature and the whole transaction. The core issue regarding these factors is that they might vary from one party to another, besides which the essential element to consider is whether the electronic signature is protected or not. 74 Another issue regarding the reliability test has been raised by a number of authors. 75 John D. Gregory criticised the reliability test, and he argued that it is sufficient to rely on the party's experience to decide whether the signature is reliable or not. He also argued that such an approach does not add any value to the signature, although it only transfers the question of reliability from the parties to the judge. 76 In general, the ETCL provides a framework that increases the use of electronic signatures and ensures the installation of practical electronic certification systems. It also considers the speed at which technological improvements and systems are occurring. By recognising foreign certificates, the ETCL allows the application of international electronic signatures in Dubai. However, the law does not state what factors are required from foreign Certificate Authorities to validate the electronic certificate. Article 23(2) states that in order to consider the foreign electronic certificate valid, it should fulfil the required standards in article 20, but article 20 does not state any requirements. It reads:
For the purposes of this Law, the Council of Ministers shall designate an authority to control over authentication services and particularly for the purposes of licensing, authentication and controlling the activities of authentication services providers and its supervision.
The most appropriate approach is to set out the required standards in the same article, which will leave no confusion for the parties, especially as article 20 establishes the authority of the Council of Ministers and its main services, but it does not provide any standards to be applied.
In conclusion, the ETCL has come a long way and has kept up to date with technology and laws on identity and security. The effectiveness of a digital signature will depend on the relevant risk management procedures. The law can only go so far in providing for technological security, and it is up to the parties to ensure that it is enforced, adhered to and protected.
Relying on electronic signature to authenticate electronic awards
As noted above, the law in Dubai supports the validity of electronic signatures, and it provides a reliable method to authenticate the digital signature by relying on a trusted third party. However, the law excludes documents that should be notarized from the application of the electronic signature, an exclusion that might affect the reliance on the electronic signature if the applicable law requires the award to be authenticated by a notary public. Nevertheless, relying on an electronic signature to authenticate an electronic award is capable of being a valid mechanism. The main advantage of relying on an electronic signature in online arbitration is that it helps the parties to identify each other by relying on a trusted third party. However, relying on a third party is not always adequate and sufficient, because there might be a possibility that the Certificate Authority issues false certificates. 77 The ETCL does not provide for any requirement for the certification authority to have sufficient financial assets. Arguably, the law should require the certification authority to have the financial capability to compensate the losses of users for any damages occurred because of the failure of the certificate centre, such as if the information contained in the key certificates is vague and inaccurate. 78 Determining who is responsible for any damage caused because of the unlawful use of a digital signature is a critical issue in the field of electronic signatures. The question of liability might be a significant issue in regard to the authenticating of an electronic award. The final award that is electronically signed and authorised by the certificate authority is directly enforceable before the enforcing court. Hence, any unlawful use of the electronic signature might cause damages and affect the legal rights of the parties where an unknown person has obtained unauthorised access to the electronic signature of the arbitrator.
Moreover, under the ETCL, the foreign digital signature and certificate are explicitly considered valid and equivalent to the domestic electronic signature, which might be considered as a great help, especially in relation to international commercial arbitration.
The application of the digital signature under the ETCL supports the aim of authentication required by the NYC, which is to guarantee that the signature is genuine and related to the holder of the signature at the time of signing the document. As explained earlier, the Certificate Authority has the ability to fulfil these requirements and could replace the competent authority to authenticate.
Electronic signatures under the DIFC
In comparison to Dubai, the DIFC has not applied a separate law to regulate electronic signatures. However, it has posted the proposed Electronic Transaction Law for public comment; this proposed law aims to create a secure legal environment for companies in the DIFC to undertake electronic transactions. 79 The proposed law is based on the Uniform Electronic Transactions Act 1999 (UETA) drafted by a committee of the National Conference of Commissioners on Uniform State Laws in the US and adopted by most states in the US. The UETA contains provisions derived from, among others, the UNCITRAL Model Law on Electronic Signatures and Canadian law. However, to date it has not been enforced.
According to the current rules of the DIFC, the electronic signature might still be enforceable. Article 6(3) and 6(4) of the Rules of the DIFC courts state: 6(3) Where these Rules require a document to be signed, that requirement shall be satisfied if the signature is printed by computer or other mechanical means.
6(4) Where a replica signature is printed electronically or by other mechanical means on any document, the name of the person whose signature is printed must also be printed so that the person may be identified.
However, relying on the articles above to enforce and validate the electronic signature is not sufficient because it emphasises the signature in printed form, and does not appear to include signatures in electronic format, including digital signatures. The law should consider the regulation of digital signatures, electronic certification and certificate authorities in order to be able to apply and validate digital signatures at the national and international levels and increase its reliability within parties.
Conclusion
Article IV of the NYC requires the party seeking enforcement to support the application with authenticated or certificated copies of the award and arbitration agreement. There are several issues related to this article, such as the issue of the governing law, the required documents according to different legal approaches and the competent authority. It has been established that the law governing the authentication or certification is of vital importance, as it decides the required documents and the competent authority. Hence, the competent authority might vary from one country to another, as it might be the notary public, foreign ministry or registered lawyers in some countries. Moreover, the required documents might vary because of the law of the enforcement country, as some countries have more stringent approaches than the NYC, while others are more relaxed, requiring the award only. The most expeditious approach is to apply the same requirements under the NYC provisions. The applicable approach in Dubai and DIFC is the same as stated in the NYC, however the courts in Dubai and DIFC require the authentication to be done according to the law of the seat of arbitration.
Moreover, relying on a protected electronic signature fulfils the requirements of article IV, which is to confirm that the signature on the award is genuine and added by a competent authority. In this case, the competent authority is the Certificate Authority, which examines the identity of the digital signature holder, and confirms whether the digital signature belongs to the person who used it, guaranteeing that it was controlled by the right person at the creation or usage at time of signing, and it examines whether the electronic record that is linked to the digital signature was not changed or amended. Relying on the protected electronic signature to authenticate an electronic arbitral can be valid and effective.
Enforcing an electronic arbitral award that is signed electronically is not in opposition with the NYC provisions; on the contrary, it supports the NYC approach.
The final part of this article has focused on the enforceability of the electronic signature before Dubai and DIFC courts. However, in regard to the DIFC courts and due to the lack of legislation over the regulation of the electronic signature, it is difficult to rely on the current rules to enforce any form of electronic signature. It is recommended that the DIFC take the same approach as Dubai, and enforces legislation that regulate the enforceability of electronic signature and certificate authorities in the Dubai International Financial Centre.
